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America’s Voice for Community Health Care
The National Association of Community Health Centers (NACHC) was 
founded in 1971 to promote efficient, high quality, comprehensive 
health care that is accessible, culturally and linguistically competent, 
community directed, and patient centered for all.

THE NACHC
MISSION
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IT Budgets:
The 30,000 ft View

• The Language of the C’s

• IT spending varies by organization size.  
Because of this, IT spending should not be 
benchmarked just by percentage of 
revenue but by other ratios such as IT 
spending by user or IT spending per 
desktop.
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Budgets = Priorities

• What are the priorities for IT? It depends.

• Compliance and Audit

• Contractual Obligations

• Business Critical Activities and Initiatives

• Strategic Plan Implementations
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What To Spend. This was a typical IT budget template in 2013.  Expense categories were broad. 
Cybersecurity was not considered a category. 
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IT Budgets: The 20,000 ft View 

Categories Hardware Software Network 
Equipment

Services Staffing Training Yearly 
Subtotals

Year 1 $370,000 $76,800 $12,300 $6,100 $275,000 $48,000 $788,200

Year 2 $13,700 $12,644 $1000 $4,900 $298,700 $48,000 $378.404

Year 3 $13,700 $12,644 $1000 $4,900 $307,661 $48,000 $390,321

Year 4 $176,250 $57,000 $12,010 $4,900 $316,891 $48,000 $615,051

Year 5 $203,750 $15,300 $1,000 $4,900 $326,398 $48,000 $598,508

5 Yr Subtotals $777,400 $177,644 $27,310 $25,700 $1,524,649 $240,000 $2,770,483
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IT Budgets: The 
10,000 ft View

• Where is Cybersecurity? 

5 years ago cybersecurity consisted of:
• Firewall
• Antivirus
• Identity Management (Windows 

Active Directory)
• Email encryption
• Database encryption
• VPN for remote access

All could be lumped into 
hardware/software OR both OR services 
if they were outsourced
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What has happened 
in the last 5 years?

• The bad guys got better at being badder, 
FASTER.

• Cybercrime is now more profitable than 
the Global Drug Trade!

• Cybercrime costs more per year than ALL 
NATURAL DISASTERS combined.
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Industry Impact:
Colonial Pipeline

• In May 2021, Colonial Pipeline which 
operates out of Houston, Tx and carries 
gasoline to a good part of the 
Southeastern US suffered a ransomware 
cyberattack, forcing operations to shut 
down for 5 days.

• Flight schedule changes and 
delays

• Airports had to scramble for 
other fuel suppliers

• Fuel shortages began to occur 
at filling stations amid panic 
buying

• Average fuel prices rose to 
their highest levels since 2013
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Industry Impact:
XXX Community 
Health Center
• A community Health Center in Los 

Angeles, CA was hit by ransomware on Feb 
2021

• Zeppelin ransomware was triggered 
by a phishing attack

• 26,000+ patient records were 
exfiltrated

• All systems were encrypted at block 
level, including backups

• Forensics determined threat actors 
had access to the system as early as 
a week earlier

• Ransom was paid
• Thousands of man-hours were spent 

on immediate remediation (15-17 
hour days)

• Full access to systems were not 
recovered for at least 5 days
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The Evolution of Cybersecurity

• Sharp increase in the number of 
cyberattacks.

• Corresponding decrease in revenue 
due to losses as a result of 
cyberattacks.

• Increased awareness at the C-suite 
level.

• Cybersecurity has NOW become an 
important part of an organization’s 
operating strategy.
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A Warning to the C-Suites

“While the responses from the C-Suites 
indicate that they recognize data 
security risks, they underestimate 
consequences, creating a worrisome 
disconnect. Simply put, a data breach is 
a trust breach, and consumers will take 
their business elsewhere if they lose 
confidence in an organization.”

Source: Shred-It Data Protection Report 2019
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How effective are your defenses?
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Data Breach Response Times

Healthcare Industry Statistics:
• Average Number of Days to Detect a Data Breach:  

255
• Average Number of Days to Contain a Breach: 

103
Source: ©IBM Security Cost of a Data Breach Report 2020
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Data Security Breach 
Report: California 
Dept of Justice

Source: https://oag.ca.gov/privacy/databreach/list
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1 out of 2 organizations listening to me today are
ALREADY infected with malware, most don’t know it yet.
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No-Win Scenario
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Even The Mighty Have Fallen
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What is the strategy
in a no-win scenario?

You just have to make your 
infrastructure hardened and secure 
enough so the bad guys move on to 
an easier target.
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You Must Use Data

• You can’t manage what you can’t measure.
• If you can’t measure it, you can’t improve it.
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What is the Cost of a Data Breach?

Source: Ponemon Report 2020  United States Averages
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Quantifying the Cost of a Data Breach

Inputs:
Loss of 1 day of
Productivity +
Cost of response

Not quantified:
Loss of reputation
Market Loss

https://www.fairinstitute.org/
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So How Much Do I Need To Spend on 
Cybersecurity?

If you want to know what to spend on for 
cybersecurity, you must first determine where you 
are most vulnerable.
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Cybersecurity: A Risk-Based Approach
NIST Cybersecurity Framework
• A set of industry standards and best practices to help organizations manage 

cybersecurity risks
• A framework to document and assess cybersecurity controls in an organization
• Organizations assess themselves on a 1-5 scale through 98 sub-categories
• The outcome is an average score for each of the five functions of the framework 

(Identify, Protect, Detect, Respond, Recover)
• The GOLD STANDARD of cybersecurity risk assessment
• Allows cybersecurity spending to be driven by standards and an accepted framework
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Quantifying Risk: NIST Framework
5 Categories

22 Sub-
Categories
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NIST Framework: Baseline Assessment
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Result: SWOT Analysis on your 
Cybersecurity Posture

https://cipher.com/blog/a-quick-nist-cybersecurity-framework-summary/
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Cybersecurity Incidents: Initial Point of 
Compromise

Source: HIMSS 2020 Cybersecurity Survey
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Budget Choices and Realities

• $30K+ spent on hardware and software for a firewall 
to protect your network perimeter just got rendered 
ineffective because someone clicked on a bad link or 
attachment in an email.

• Comprehensive Security Awareness program is 
approx. $5K.
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Tying Strategy to Toolsets: The Basic 
Minimum Required

• Firewall: Perimeter Network Security
• Antivirus/AntiMalware/Endpoint Security
• Intrusion Detection/Prevention System [Network Monitoring]
• Endpoint Security: Data/Disk/Device Encryption
• Endpoint Security: System and Application Patching
• Endpoint Security: Host Intrusion Detection/Prevention [Can be 

integrated with endpoint security]
• Security Awareness Training (The Human Firewall)
• Audit Log/Log Monitoring [SIEM]
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Other Budget Considerations
• Backup Backup Backup
• Best practice is the 3-2-1 Strategy
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Know Your Vulnerabilities

• 3rd Party Network Penetration Testing.
• You don’t know what you don’t know.
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More Budget Considerations: Identity 
Management

• Federated Single Sign-On
• Multi-Factor Authentication
• Most effective if software apps are 

already in the cloud (e.g. O365).

• Federated Single Sign-On
• Multi-Factor Authentication
• Most effective if software apps are 

already in the cloud (e.g. O365).
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More Budget Considerations: DIY vs 
Managed

• DIY = FTE/Internal Staff
• There are lots of FREE tools and resources, most have a 

learning curve to be used effectively.
• Managed = Migrate to the Cloud
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Beyond Basics: Technology Evolution

• Perimeter-based security and end-point based security 
is no longer effective.

• Moving towards Zero Trust Model.
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Zero Trust Security Model

• Zero Trust = Don’t trust anyone. You must prove you are who 
you are every time.

• No access to anything until you prove it’s you. No single point 
of entry for full access (e.g. VPN).
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How Much Cybersecurity Is Enough?

• How much risk can your organization tolerate? 
• How much can you afford to lose?
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Protect Yourself, 
Cyber Insurance
• Cyber insurance generally covers your business' 

liability for a data breach involving sensitive 
customer information, such as Social Security 
numbers, credit card numbers, account numbers, 
driver's license numbers and health records.
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Getting Cyber 
Insurance Right
• General Liability insurance usually does not cover 

cyber crimes
• Ask insurers to approve your preferred legal 

counsel and other service provider
• Invest time when answering the insurer’s 

questionnaire about the company’s IT security
• Pay close attention to the exclusions
• Do not simply automatically renew the cyber 

policy annually.
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What is your 
information worth?
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From Data Breach to the Dark Web
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Medical Records For Sale

Image via ICIT of TheRealDeal stolen record package
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Credentials For Sale

Image from IntSights Report: Selling Breaches: The Transfer of Enterprise Network Access on Criminal Forums
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5 Laws of Cybersecurity

Source: Nick Espinosa @ TEDxFondduLac

Law 1: If there is a vulnerability, it will be exploited. 
Law 2: Everything is vulnerable in some way. 
Law 3: Humans can trust when they shouldn’t. 
Law 4: With innovation comes opportunity for exploitation. 
Law 5: When in doubt, see law 1
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Securing Your Organization –
Vulnerability Assessments
How Does a Vulnerability Assessment Help?
• Understand your risk and vulnerabilities that you may have
• Target low-hanging fruit
• Maintaining a strong vulnerability assessment program will decrease your chances of a 

breach
• Preparation for a penetration test
• Keep yourself up-to-date with the latest looming vulnerabilities
• The technical aspect of your cybersecurity risk assessment
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The Importance of Cybersecurity Awareness

• 94% of malware is delivered via email [CSO 
online] 

• Human error was a major contributing cause in 
95% of all data breaches [IBM Cyber Security 
Intelligence Index Report 2020]
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A Culture of Cybersecurity Awareness is 
Essential

• A one-hour training given annually is not enough.
• A culture of cybersecurity awareness is 

something that is cultivated.
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What Does Culture Look Like

Construction Example
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Cultivating a Cybersecurity Awareness 
Culture
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Cultivating a Cybersecurity Awareness 
Culture
• Phishing Tests done monthly
• “Clickers” automatically have to take online training class.
• Supervisors are notified and will get reminders if their staff 

do not complete training.
• Targeted mini-trainings implemented for groups identified 

as high-risk (e.g. MAs that have been with the company less 
than 6 mos., or users that have clicked 3x in the past year)



@NACHCwww.nachc.org | 51

Top Phishing Email Subjects
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Testing Your Organization–
Penetration Testing 

• Assessing the true security of your Organization
• Mimic what a true malicious actor would due 

when targeting your network
• Ensure Compliance
• Create an Action Plan to prioritize your 

vulnerabilities as part of your security program
• Test all aspects of your security posture –

Network, Applications, and Physical
• Best 
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Have YOU been breached?

https://haveibeenpwned.com
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How Can You Contact Us?

Questions and 
Answers?

Thank You!

Arnell Mendoza
Amendoza@queenscare.org

Michael Sanguily
MSanguily@hcnetwork.org
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ARE YOU LOOKING FOR RESOURCES?
Please visit our website www.healthcenterinfo.org
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Twitter.com/NACHC

Facebook.com/nachc

Instagram.com/nachc

Linkedin.com/company/nachc

YouTube.com/user/nachcmedia


